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C# Network Programming- Target 11 – (Chapter2, Lecture 2)  
 Writing by FADI Abdel-Qader/fadi822000@yahoo.com  
 My Space: http://spaces.msn.com/members/csharp2005  

 
�� ا& ا"! %$ ا"! �'(  

  
   : Network Layer Programming& Socket: ا"01دي -,!ا"+رس 

  
 وه, Network Layerال  2A B3CDE 91@'= ?4<= أآ:9 78ف 2345 01/. -, ه*ا ا)'&ء

 Stream 94A إ)X  @2 وا)L5L34ت LOTS7UE VP1واL4>Q8ل ا)RQS ,Q ا)N LOP@ .@LPQرL8ل 
وL]31 ا)9Dق L4>Q8B L^O]31ل ) وdرL8ل ) UDP و V\Q8L1 L>1L8 L]^_TCPام ال ، ا)40/=

 TCP & UDP Classes وال Socket Programmingو-, ه*ا ا)'&ء 78ف VUQ5ث 2A ال 
 2A ثVUQ5 78ف =SLO](و-, اAsynchronous Socket.   

  
   Socket Programming: أو6
  

 أن ا)7pآo ه, اnداة ا)RQS ,Q 5<. ا)L5L34ت @LOk 2@ LO(Bi 2ز إ)X أ9i @2 ا)^9Pوف
r348 R3](ا sS9PE =SاV4(م -, ا&TS LO@اV\Q8tو System.Net.Sockets u  7يQUS w3

 2@ R\x دVA XTA r348 R3](ال ه*ا اClasses تL3'@91 ,- LO@اV\Q8ا RQS ,Q(وا 
 أو TCP إذ L]]/^S 1^2 ا)y@ .@LPQ ال Socket Classو78ف VUQ5ث 2A أه^L وه7  ا)40/=

 Socket ObjectوQS/7ن ال  أو @y أي 75ع أ9i @2 ا)7E94آt7ت UDP 9{L4@ ./01ال 
MethodQ3@روL1 =�B� 2@ ت9ا ,TS L^آ: 

  
Socket MySocket = new Socket(AddressFamily. , SocketType., ProtocolType.); 

  
� RQS w3uIP Address -, ا)L4رو@9Q3 اnول 3A75 VSVUE= ال P@ .@LPQE وا)*ي 78ف 

 LO]@رات وL3\(د آ934 @2 اVA �3�PSوIPX ت الL/4{ ,- مV\Qp^(وا Novel أو ATM 
و@2 أهR ... و�93هNetBIOS Address   L أو ATM Networks ال وا)^V\Qpم -, }L/4ت

� 01/. دا�y@ R ا)L3'@94ت ا)\InterNetwork =�L اله*� ا)\L3رات@V\Qp5 L@ 7وه 
 وه7 ا)^LQPد @L�5 yم @SL/9وIPv4 o-78 ه7 @2 ا)[7ع L/40(L1IPت و9PSف XTA أن 75ع 

�  و-, ا)^Qp<4. ا) L3(Luوأ��T أ�5^= ا)3�0Q. ا)^9Pو-=]A ءL]�Q8Nا RQ38 اVk �S9>
� ال TU@ .U3(وIPv6 ، 75ع ال VSVUE RQS ,5L:(9 اQ3@روL4(ا ,-Socket 78ف ه. أي 

 )N Stream �*OرL8ل ا)L5L34ت أو },ء ا9i وLAدة @RQS L اV\Q8ام ال V\Qp5Streamم 
=^O^(9ا8. @2 ا)[7ع اQ(5^�3= ا V^QP]8 L]5ا w3u Stream  ،د 75ع ا)94وVU5 93اi7آ7ل وأE

 ICMP  أو 91و7Eآt7ت أ9iى @:.TCP أو UDPا)^V\Qpم )LCEdل -O. ه7 @2 ا)[7ع 
Internet Control Message Protocol أو IGMP Internet Group Management Protocol 

 L3Qi�1ر Socket sS9PQ( IP Security Headerأو اB:@ VS95 L]5 إL05ء ال 
IPSecAuthenticationHeader  Lو�93ه L>ut 7ر@n9ح @:. ه*� ا{ XTA ,E�5 و78ف

 ه7E91 7آ7ل TCPو@2 ا)^9Pوف أن 7E91آ7ل ال  UDP أو TCPوه[L 78ف LQ\5ر ال ، إL05ء ا�
 L@د أVU@ L@ �\{ X(3�7. إQ(2 ا)7�7ل وا@ �>UQ(3= اT^A 9اءkإ ,]PS وه*ا �k7@

UQ<� @2 ا)7�7ل  -7E91 7Oآ7ل L34p5 yS98 و tآ[� 3T^A RAVS t= ا)7E91UDPآ7ل ال 
=T89^(ت اL5L34T( R3Tp(ا ,AذاNا w4(3= اT^A 9اءkN اVk V3D@ 7وه Broadcast ءL05وإ 

 w4(ت اLA7^'@Multicast Group,5L:(ول واnرس اV(ا ,- �L]u9{ L@ 7وه  X(أ9�5 إ 
 ,(LQ(ا)0/. ا�3- 234Sال و Header لL1 صL\(ا TCP وال Header لL1 صL\(ا UDP �utو 

  :[L^Oا)9Dق 31
  
 



 2

3� A 2S&\E[7ان ا)^Bits .89 32 وQS/7ن @TCP Header 2أوt ال - RQS w3u Vuا)7ا o/4T( 
 ,-16 Bits  .4>Qp^(16-, وا Bits ,TpTpQ(ا R_9(وا ,- o/4T( 32 Bits �>UQ(ا R_ور 

-LxNL1= ال X(إ Checksum تL5L34(L1 صL\(ا)'&ء ا yxو RQS =SLO](و-, ا :  
 

 
           TCP Header 
 
Data Offset: 4 bits the number of 32 bit words in the TCP Header.  This indicates 
where the data begins.  The TCP header (even one including options) is an integral 
number of 32 bits long. 
Window: The number of data octets beginning with the one indicated in the 
acknowledgment field which the sender of this segment is willing to accept. 
… 
 

 @2 ا)L5L34ت )o/4T ا)7اVu و7QUSي A XTA[7ان Bits 32 وQS/7ن @L35L�UDP Header 2 ال 
Lن و01/. ا-9QاL^O-  RQS t ,x اL3QiرChecksumSأ@L ا)^RTQp و ال  Bits 16ا)^89. 

 RO@اV\Q8لاL8رN3= اT^A ,-  :  

 
UDP Header  

  
The Checksum in UDP Header. 16 bits. 
Computed as the 16-bit one's complement of the one's complement sum of a pseudo 
header of information from the IP header, the UDP header, and the data, padded as 
needed with zero bytes at the end to make a multiple of two bytes. If the checksum is 
cleared to zero, then checksuming is disabled. If the computed checksum is zero, then 
this field must be set to 0xFFFF. 
… 
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   :L05N TCP Connectionء Socket ProgrammingاV\Q8ام ال 
 A7^'^1= @2 ا)^9اu. وه, 3T^A 9^ETCP Socket Connection= اLCEtل V\Q8L1ام ال 

 ,(LQ(ا)0/. ا ,- L^آ:  

  
  

  : آ^L05�1 Socket ,TS Lء ال server و ال Clientإذ V4Eأ ا)3T^P= -, ال 
  

Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
 

 وV\QpEم -<¦ y@ Bind V]A ا)/^9E734 ا)V\Q8L1 ,(LUام ا)^7:3د R�Socket ر1¦ ال 
 ,TS L^ل وآL4>Q8tا:  

IPEndPoint ip = new IPEndPoint(IPAddress.Any, 5020); 
MySocket.Bind(ip); 

 
 o]CQ(3= اT^P1 مL3>(ا R� ام ا)^7:3دV\Q8L1 دVU^(ا)74رت ا XTAlisten  دVA دVUE �]/^Sو

 R_9(ا ��R 5<7م L1)^7ا-<= XTA  1- اOkn&ة ا)LO(74_ RQ38 ,Q و)VA yx7د �VU@ 93د 5^9ر )
 :وآ^accept  ,TS LاLCEtل V\Q8L1ام ا)^7:3د 

  
MySocket.Listen(-1); 
MySocket.Accept(); 

 4PE w3u© ا)L5L34ت -, @Receive 2@ =-7DC)^7:3د وRQS اL4>Q8ل ا)L5L34ت @Bi 2ل ا
  :  وآ^Byte ,TS Lا)[7ع 

byte[]Received=new byte[1024]; 
MySocket.Receive(Received); 
 

  L]^_ L]ء 1 وهL05�Connection 2 ا)[7ع@ TCP74رت(ا XTA LODS9PQ1و )ل5020L:^آ  ( w3u
   ..�LO5 t  -1, ا)VPد sS9PQ1 LListen  و_^[Bind ا)^7:3د م V\Q8L1اRQSSocket رL1 LO�1ل 

  
 sS9PE 2@ V1t ا)7pآo @9ة V\Q8L1 Socketام ال TCP Clientو)L591 sS9PQ@¬ اNرL8ل 

 �R إرL8ل ا)L5L34ت A IPEndPoint[7ان ا)93p-9 ور_R ا)74رت 1[<�= ا)VOف وإL]8دأ9iى 
� -, الSend ا)^7:3د مV\Q8L1اDS9PE RE L^1 لL8رN3= اT^A RQEو  socket w3u 

  : وآ^V\Qp]8Stream Socket ,TS Lم 
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String str = Console.ReadLine(); 
ASCIIEncoding asen = new ASCIIEncoding(); 
byte[] msg = asen.GetBytes(str);  
 
Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Tcp); 
IPEndPoint remote = new IPEndPoint(IPAddress.Parse("192.168.1.101"), 5020); 
MySocket.Connect(remote); 
MySocket.Send(msg); 
MySocket.Close();  
  

   :L05N less ConnectionUDPء Socket ProgrammingاV\Q8ام ال 
 ا)^9اu. وه,  3T^A 9^EUDP Socket Connection2@ =A7^'^1= اLCEtل V\Q8L1ام ال 

 ,(LQ(ا)0/. ا ,- L^آ:  
  

  
  

1� 3T^A= اLCEtل آ^L -, ال L0QEوTCP 3= -, الT^P(أ اV4E إذ  Client و ال server ءL05�1 
  : آ^Socket ,TS Lال 
  

Socket MySocket = new Socket(AddressFamily.InterNetwork, 
SocketType.Stream, ProtocolType.Udp); 
 

 وV\QpEم -<¦ y@ Bind V]A ا)/^9E734 ا)V\Q8L1 ,(LUام ا)^7:3د R�Socket ر1¦ ال 
 ,TS L^ل وآL4>Q8tا:  

IPEndPoint sender = new IPEndPoint(IPAddress.Any, 5020); 
MySocket.Bind(sender); 
 

 9P5 w3u End Pointف -, ا)V4اReceiveFrom =SوL4>Q8tل ا)L5L34ت V\Qp5م ا)^7:3د 
ReferenceXTA ءL]1 =>1Lp(ا ,- �DS9PE RE L@  و5^9ر� ك reference 7-= الDC@ y@ Byte 
 @Bi 2ل Stringو@S7UE y3�Qp5 R� 2. ا)^7DC-= إ)ReceiveFrom  Xإ)X ا)^7:3د 

   : وآ^ASCII,TS L ا)^7k7دة x^2 ا)/Bس GetStringا)^7:3د 
int recv; 
byte[] data = new byte[1024]; 
EndPoint Remote = (EndPoint) (sender);  
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recv = newsock.ReceiveFrom(data, ref Remote); 
Console.WriteLine(Encoding.ASCII.GetString(data, 0, recv)); 

  
 w3u String 5^9ر )LO ا)L5L34ت SendTo 2@ LOTS7UE VP1وRQS -, اNرL8ل اV\Q8ام ا)^7:3د 

 X(إByte Array�Q-9P@ L]]/^S إذ =T89^(ت اL5L34(ا R'uل ا)^7:3د  وBi 2@ Length و75ع 
 L89( EndPoint Object)= ا)^T89= وا93iا 5^9ر )� ال Flags .^A VS95 w3u Broadcastال 

,TS L^وآ:  
  

string welcome = "Hello All"; 
data = Encoding.ASCII.GetBytes(welcome); 
newsock.SendTo(data, data.Length, SocketFlags.Broadcast, Remote); 
 

 OQ]E t w3U1, أو VSVUE 2/^SهVP1 Lد S  Infinity While Loop^/2 وyx ه*ا اnآ7اد -,
  ..@L3T^A 2@ 23Pت اNرL8ل واL4>Q8tل 

   
0�B0C : MembersesClass Socket :  
 
1- IPAddress Class:  sS9PQ( مV\QpSو IP Address  2/^S w3u ال X(د� إL]8إ 

IPEndPoint  لL:^آ@LP(�3= اC(وا,TS L^آ �( =:  
  

IPAddress newaddress = IPAddress.Parse("192.168.1.1"); 
  

  : آ^TS L, وه, L3iرات -, VSVUE ا)P[7ان ارP1=وS^/2 اL3QiNر 231 
Any=/40(ا XTA حLQ@ 7ان]A 3. أي:^Q( مV\QpSو   

Broadcast=/40(ا XTA ة&Oknا y3^'( ,AذاNا w4(3. ا:^Q( مV\QpSو   
LoopbackV\QpS9وف ).  وP^(7ان ا]P(3. ا:^Q( مloopback 7127.0.0.1 وه   

None 7دkم وVA =(Lu ,- مV\QpSو Network InterfaseمL�](ا ,-   
  

 RAVS L^2 آ@ =A7^'@ ا)^7:3د LO^وأه:  

Equals  231 =5رL>^T( مLA ./01 م ه*ا ا)^7:3دV\QpS tow Objects مV\Qp38 L]وه 
 yk9S7ا235 و]A 231 =5رL>^T(True23 و  إذاO1L0Q@ L5Lآ False23DTQ\@ L5Lإذا آ .  

GetHashCode  =�3� X(7ان إ]P(ع اLkرN مV\QpEو Hash Code   

HostToNetworkOrder  لL1 صL\(ا)'&ء ا yk9Sو Network 7ان]P(2 ا@   

NetworkToHostOrder  لL1 صL\(ا)'&ء ا yk9Sو Host7ان]P(2 ا@   

  

2- IPEndPoint Class:  Q( �L]@V\Q8ا w3u 7ان وال]P(ا VSVUPort .( Host VS95 وا)*ي 
 ,TS L^آ �( =@LP(�3= اC(وا �  :اLCEtل 1

IPEndPoint end = new IPEndPoint(IPAddress.Parse("192.168.1.1"), 5020); 
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  : وه, آ^A7^'@Socket Class,TS L= ا)\7اص ا)RAVE ,Q -, ال 

AddressFamily TA =-9P^(2 اSوL]P(ا =A7^'@ yk9Sال  و XSocket   

Available  9اءة @2 ال>T( ه&ةL'(ت اL5L34(ا R'u yk9Sو Socket   

Blocking  ,�PSو Get أو Set ن الL9-= إذا آP^( socket م الV\QpS Blocking Modet أم   

Connected  نL9-= إذا آP^( 3= 1/:9ة�L\(م ه*� اV\QpEال  وSocket ال y@ .CQ@ Remote 
Hostt أم   

Handle  S9-=وP^( مV\Qp ال y@ .@LPQS 3�0. ا)*يQ(م اL�5 Socket   

ProtocolType  م -, الV\QpS 7آ7ل ا)*يE9-= ا)94وP^( مV\QpSو Socket   

RemoteEndPoint  2 الA تL@7TP@ yk9Sو Socket ال y@ مV\QpS ا)*ي Remote Host   

  
  :VWX6+ا0ST0Uوآ%0Qل 

using System; 
using System.Net; 
using System.Net.Sockets; 
class Socket_ Properties 
{ 
    public static void Main() 
    { 
        IPAddress ia = IPAddress.Parse("127.0.0.1"); 
        IPEndPoint ie = new IPEndPoint(ia, 8000); 
        Socket fmo = new Socket(AddressFamily.InterNetwork, 
               SocketType.Stream, ProtocolType.Tcp); 
        Console.WriteLine("AddressFamily: {0}", 
               fmo.AddressFamily); 
        Console.WriteLine("SocketType: {0}", 
               fmo.SocketType); 
        Console.WriteLine("ProtocolType: {0}", 
               fmo.ProtocolType); 
        Console.WriteLine("Blocking: {0}", fmo.Blocking); 
        fmo.Blocking = false; 
        Console.WriteLine("new Blocking: {0}", fmo.Blocking); 
        Console.WriteLine("Connected: {0}", fmo.Connected); 
        fmo.Bind(ie); 
        IPEndPoint iep = (IPEndPoint)fmo.LocalEndPoint; 
        Console.WriteLine("Local EndPoint: {0}", 
                iep.ToString()); 
        fmo.Close(); 
    } 

} 

  

  



 7

Y�"0W"0ت اU[\]%"ا ^_!WX `� :  

AddressFamily: InterNetwork 
SocketType: Stream 
ProtocolType: Tcp 
Blocking: True 
new Blocking: False 
Connected: False 
Local EndPoint: 127.0.0.1:8000 
Press any key to continue . . . 

  
0Q"0C :UDP Classes Members& TCP  :  

  
 tالأو ClassesلL1 =�L\(ا Oriented Protocol  TCP Connection:   

  

  
 
1-Class TcpClient : w3uTA 7يQUE 2 ال@ =A7^'@ XMethods وال Properties ,وه 

,TS L^آ:  
  

tأو:Rأه  LO1 =�L\(ا)^7:3د ا TCPClient Methods:   
  

Connect: ال y@ لLCEt3= اT^A 9اءkn مV\QpEو server 7ان ال]A LO3- 5^9ر w3u IP 
  : و ر_R ا)74رت وآ^Server,TS Lا)\Lص L1ل 

TcpClient tcp = new TcpClient(); 

tcp.Connect(IPAddress.Parse("192.168.1.1"),5020); 

 
Close : ال y@ لLCEtء اLO5NTCP Socket.  

EndConnect:  ءLO5NAsynchronies Connection yk9E w3u Asynchronies Result.   
GetStream : م )<9اءة الV\QpSوStream 2 ال@ Socket  ل وL8رN3= اT^A ,-

  .اL4>Q8tل
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L35L� :(ا Rأه ��LC\TCPClient Properties:   
  

LingerState :  *i�Eوget أو Set 9-= الP@ أو VSVUQ( Linger Time   
NoDelay : *i�Eوget أو Set =-9P@ أو VSVUQ( t 93 أمi�Q( 23P@ o_ك وL]ن هLإذا آ  

ExclusiveAddressUse : *i�Eوget أو Set(9-= اP@ أو VSVUQ(  امV\Q8L1 ´^pS o7آp
  . أم Client Porttال 

SendBufferSize و ReceiveBufferSize : *i�Eوget أو Set =-9P@ أو VSVUQ(  ال R'u
Buffer م -, الV\Qp^(ا stream ,- 9فP^(وا TCP Client Object.  

SendTimeout و ReceiveTimeout : *i�Eوget أو Set =-9P@ أو VSVUQ(  حLQ^(ا o_7(ا
PS w3u لL4>Q8Nل أو اL8رN3= اT^P( ,�Time Out 9inا)�9ف ا V'S R( � -, Lu)= أ5

=]3P@ =3]@9ة زQ- لBi.  
  
2-Class TcpListener : w3u 2 ال@ =A7^'@ XTA 7يQUEMethods وال Properties 

,TS L^وه, آ:  

  
  

tأو : LO1 =�L\(ا)^7:3د ا Rأه MethodsTcpListener:   
  

AcceptSocket : ال y@ لLCEt3= اT^A م )<74لV\QpEوClient.  
Start :  ,وهOverloaded Method دVA VSVUE RQS LO3(إ R_9 رS9^E =(Lu ,- � w3u ا5

 وV1ون VSVUE ر_3CS 23P@ R´ ال QoueeاOkn&ة ا)7k71 ´^pE ,QدهL -, ا)�71Lر أو ال 
QoueeدVU@ 93� .  
Stop :  مV\QpEال و ,- LOPxو .µDSو o]CQ(3= اT^A قBiNFinnaly ام الV\Q8ا V]A 
Try  و الCatch وث أيVu =(Lu ,- o]CQ(ق اBiإ RQS XQu Exception.  
  

L35L� : ,- ��LC\(ا RأهTcpListener:  
  

LocalEndpoint :  ال yk9S w3uIP م -, الV\Qp^(ا)74رت ا R_ور LocalEndpoint 
  .ا)^VUد
Server : و ا)^7:3د -, ال ��LC\(آ. ا X(ا)7�7ل إ y3�Qp5 LO(Bi 2@وTCP Server 
,Q(ال وا .:@ L>1L8 LهL]u9{ Accept وال Sendto وال Receive  وListenLو�93ه    
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 L35Lال� Classes لL1 =�L\(ا Protocol  UDP Connectionless:   
  
1-Class UdpClient:  sS9PQ( مV\QpEوUDP Datagram Protocol Connection L]^_ 

 LOP@ .@LPQ(وا LODS9PQ1 L>1L8 Rرس 8[234 أهV(و-, ه*ا ا ,TS L^وه, آ LOELS7QU@:  
  

  
  

 LO1 =�L\(ا ��LC\(ا)^7:3د وا Rو@2 أه:  
  

JoinMulticastGroup و DropMulticastGroup : Rµ( ءL�(2 أو إ@ =A7^'@ 7ان أو]A
 2SوL]P(2 الا@ Multicast Group.  

EnableBroadcast : *i�EوGet أو Set 3. الPDQ( Broadcasting ال ,- socket.  
MulticastLoopback : *i�EوGet أو Set  ال VSVUE 9-= أوP^(Mlticast Loopback.  

  
  
2-Class MulticastOption :مV\QpSال و ,- Multicasting RQS w3u  2S&\EIP 

Address List ,- LOP@ .@LPQ( Multicast Group  .^P(Join و Drop يn Multicast Group 
 ,TS L^م آV\QpEوL4>Q8t =S7µA =-LxN لL:^لآ .�L8ر Multicast :   

  
 : وآ^9P5 UDP Socket ,TS Lف ال أو6
  

mcastSocket = new Socket(AddressFamily.InterNetwork,SocketType.Dgram, 
ProtocolType.Udp); 
  

0�B0C sS9PQ1 5<7م Address List ال LO3(إ V]p5 R� IP ال ,- �(Liإد VS95 ا)*ي Group أو 
�  iVS. ا)P[7انP'5User. ال pD]1  ام ا)^7:3دV\Q8L1 7ت/p(L1 LO�195Bind  ,TS L^وآ: 

  
IPAddress localIPAddr = IPAddress.Parse(Console.ReadLine()); 
mcastSocket.Bind(IPlocal); 
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0Q"0C ال sS9PQ1 5<7م Multicast Option دVU^(7ان ا]P(ا LO( V]p5و ,TS L^آ: 
  

MulticastOption mcastOption; 
mcastOption = new MulticastOption(localIPAddr); 
 

 اnول )VSVUQ تو@s3µ5 R� 2 ا)XTA 93�Q ال i�E w3u* ه*� ا)^7:3د �L1 =�Bرو@9Q3ا
 XTA 933�Q(7ى اQp@IP XTA أو IPv6 XTA أو Socket أو TCP أو UDP �*ه L]Q(Lu ,-و 

 XTA 93�Q(م اV\Qp5 78فIP Rx  7ه �VS95 L@ إذ IP  X(إMulticast Group  ,-و
 =S7µA =-Lxإ VS95 w3u 933�Q(د 75ع اVU5 ,5L:(9 اQ3@روL4(ا =-Lxر 231 إL3Qit2 ا/^Sو

 �S7µAAddMembership =S7µA ءL�(أو إ  DropMembership  ال �وأ93iا V]p5 إ)3
MulticastOption Object  ��L05�1 L]^_ و وا)*ي,TS L^آ :  

 
mcastSocket.SetSocketOption(SocketOptionLevel.IP,  
SocketOptionName.AddMembership,mcastOption); 

  
  
  
  
  
  
  

 Asynchronous Sockets 78ف VUQ5ث 2A ال ا)<Lدم-, ا)Vرس 
  .وA7^'@ �4�5= @2 اT:@n= ا)LO3TA =3T^P إL05ء ا�
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